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1 Introduction

Background
The Australasian Digital Recordkeeping Initiative (ADRI) is an undertaking of the Council of Australasian Archives and Records Authorities (CAARA), the peak body of government archives and records institutions in Australia and New Zealand.

The primary objective of ADRI is to pool resources and expertise to find better ways to ensure that digital records are preserved and made accessible for the future. ADRI members have agreed to collaborate on the development, articulation and implementation of a common set of strategies for enabling the making, keeping and using of the digital records of governments. 

The Initiative promotes a single Australasian approach to digital public recordkeeping across all jurisdictions and provides a space for communication and information sharing between the members. The collaboration ensures the best possible strategic use of limited collective resources and maximises the wider awareness and impact of the agreed approach to addressing the challenge of digital records. 

The collaboration builds on and acknowledges many years of Australasian collaboration in the development of concepts, tools, standards and strategies for good recordkeeping. The Initiative’s approach will add value to existing jurisdiction-specific initiatives. 

This plan has been developed in response to an ADRI project charter to produce: ‘A list of the components, tasks and resources required for an archival authority to develop the capability for digital recordkeeping and archiving (including end to end processes for appraisal, transfer, documentation, preservation and access).’ 

The plan addresses the building of capability to implement both digital recordkeeping standards and guidance across a government sector and to develop and implement a digital archives repository with associated business rules and tools. 

How to use this plan

Scalability

The plan is designed to be scaleable – that is, to be picked up and used by archival authorities of differing sizes and roles. For this reason, rather than specifying numbers of staff or contractors expected to be working on a particular task, or how long the tasks will take, the plan indicates knowledge and skill requirements and expected outputs of each step and phase.

Flexibility

The plan is also designed for flexibility – archival authorities using it may choose, for example, to conduct the tasks under ‘Preliminary investigation’ as the first phase prior to establishing a governance framework. Similarly, budgeting for digital recordkeeping and archiving strategies may occur sooner or later, depending on the archival authority’s usual management processes and financial position.   

Assumptions

1. the authority using the plan has an appropriate legal basis on which to influence recordkeeping activity in its jurisdiction and to manage and store digital archives

2. the Reference Model for an Open Archival Information System (OAIS) is used as a basis for the authority’s preservation strategy

3. products and services to be developed in support of digital recordkeeping and archiving are identified using the ADRI Digital Recordkeeping Framework as a guide

Structure

The plan consists of four phases:

· Phase 1: Establish digital recordkeeping and archiving program; conduct preliminary investigation   

· Phase 2: Develop digital recordkeeping and archiving strategy

· Phase 3: Implement digital recordkeeping and archiving strategy

· Phase 4: Review and maintain digital recordkeeping and archiving strategy 

Within each phase, the plan outlines:

· expected outputs of the phase 

· tasks for the archival authority to undertake

· relationships to other tasks

· references elsewhere in the plan or in the ADRI suite of documents, and

· knowledge and skill requirements for each task. 

Appendix 1: ‘Policy, procedures, standards, personnel, technology and guidance required for each of the functional entities from the OAIS reference model’ is referred to throughout the plan where more detail on actual infrastructure and process is required.

Phase 1: Establish digital recordkeeping and archiving program; conduct preliminary investigation   
Outputs of Phase 1
Management framework

· Steering committee established and meeting regularly 

· Performance criteria against which digital recordkeeping and archiving strategy success can be measured

· Risk register 

· Reporting regime

Business case
· Business case for digital archiving / recordkeeping initiative
Preliminary investigation

· Intelligence on digital recordkeeping and archiving issues, risks for the jurisdiction, stakeholders.

· Intelligence on internal stakeholders’ concerns and knowledge gaps in relation to digital recordkeeping and archiving and its impact on the operations of the organisation. 

Organisational policy objectives 

· Policy objectives for digital recordkeeping and archiving, tied to relevant whole of government policies and objectives where appropriate.
Change management

· Preliminary awareness-raising activities for archives staff implemented. 
Phase 1 tasks
	No
	Task
	Notes
	Knowledge and skills 

	1
	Establish management framework for strategy development and implementation.  
	
	

	1.1
	Establish project documentation, budgeting and reporting regime
	
	· project management skills 

· understanding of project management methodologies eg PRINCE 2

	1.2
	Establish a steering committee to oversee development of strategy, endorse final version and oversee its implementation. 


	Steering committee to include archival authority executive members and senior officers from key stakeholder organisations in government. 

The Committee will ideally include representatives from organisations with significant digital records collections and from key government agencies (in ICT, governance and budget funding functions).
	· understanding of rules for establishing and running governance bodies

· ability to identify key stakeholders in sector



	1.3
	Establish criteria for evaluating strategy implementation success and managing quality. 
	Refer to:

· RLG-NARA Task Force on Digital Repository Certification’s Draft Audit Checklist for the Certification of Trusted Repositories (Draft, August 2005)
	· understanding of techniques for measuring performance



	1.4
	Establish a risk register and commence regular risk identification and mitigation for all aspects of the strategy.
	
	· risk assessment, risk management skills

	1.2
	Business case
	
	

	1.2.1
	Prepare a business case for digital archiving and recordkeeping project(s).   
	Include analysis of funding options.

The business case may need to be prepared in Phase 2 to include the archives’ defined preservation strategy.

Refer to:

· ADRI Digital Archive (Draft) Business Case, August 2006
	· knowledge of how budgetary processes work in sector

· investment evaluation skills (eg cost-benefit analysis)

	1.3
	Preliminary investigation
	
	

	1.3.1
	Identify current Government policies and initiatives relevant to digital recordkeeping and archiving (eg. interoperability, online services, open standards, resource discovery, information management standards, baseline surveys of information formats).
	Will influence organisational policy objectives in digital recordkeeping and archiving arena. 


	· awareness of current IT, service delivery policy, trends and projects in the sector 

	1.3.2
	Identify and consult with stakeholders and jurisdiction on digital recordkeeping and archiving / information management issues to identify key areas of digital recordkeeping and archiving risk for government. 


	Stakeholder and jurisdictional issues and risks to be referenced in digital preservation strategy and in the business case. 

Potential members for steering committee or for pilot projects may be identified here.
	· awareness of existing digital recordkeeping and archiving projects 

· understanding of recordkeeping practices and risks within the sector 

· knowledge of structure and functions of sector

· communication skills

	1.3.3
	Conduct research into existing types, volumes and methods of management of digital records in sector.
	
	· research, analysis skills

	1.3.4
	Research digital recordkeeping and archiving work by other archival authorities (ADRI members, overseas), including research into relevant standards adopted.
	May be able to use existing models for digital archives requirements definition, specifications,  technological solutions  or standards.
	· research, analysis skills 

· knowledge of digital information formats, metadata standards, information retrieval, management techniques, issues in digital information management 

	1.4
	Determine organisational policy objectives in digital recordkeeping and archiving.
	Link objectives to relevant government policies and initiatives, government agencies’ issues and risk areas, stakeholders’ issues. 

These policy objectives will be fundamental to the development of the digital preservation strategy and the business case. 

Ensure a fit with criteria for evaluating success of digital archiving and recordkeeping project.
	· knowledge of government policy, initiatives relevant to digital recordkeeping and archiving

· strategic planning skills 

	1.5
	Change management
	
	 

	1.5.1
	Gather intelligence from internal stakeholders about concerns and skills/knowledge gaps relating to the impact of digital recordkeeping and archiving on organisational operations.
	This intelligence to be used in the development of preliminary change management activities.
	· ability to conduct surveys, focus groups, skills audits 



	1.5.2
	Develop and implement preliminary awareness-raising activities for archives staff regarding digital recordkeeping and archiving implications for the organisation.
	Further planning for communications / change management for staff and external stakeholders to be developed in Phase 2.  
	· communication skills

· change management


Phase 2: Develop digital recordkeeping and archiving strategy

Outputs of Phase 2 

Define how digital archiving will work

· A documented and publicised strategy for the preservation of digital archives 

· Key process definitions for future digital archiving processes
· Functional, non-functional requirements definition document for a digital archives system

· Specifications for the digital archives system

Define public sector rules, advice, guidance for digital recordkeeping and archiving

· ‘Roadmap’ for the development of digital recordkeeping and archiving rules, advice, guidance for sector 
· Digital recordkeeping and archiving marketing plan

· Communications and training plan for government personnel
Develop strategy for reinvention of archives institution for digital recordkeeping and archiving

· Plan for the review and redevelopment of internal digital records and archives procedures
· Technology acquisition / development plan
· Plan for change management within the archival authority to introduce the reengineered business processes

· Plan for skills enhancement of staff within the archival authority
Prepare for implementation

· Identify and establish relationship/s with partner agency / agencies to be pilots 

Phase 2 tasks

	No
	Task
	Notes
	Knowledge and skills 

	2.1
	Define how digital archiving will work
	
	

	2.1.1
	Determine digital preservation strategy


	Ensure fit with ADRI mandated standards eg OAIS

Ensure fit with standards applicable in archives’ jurisdiction

Determine policy on use open standards

Publicise to sector and other stakeholders eg. archival community

Refer to: 

· research conducted into other archives approaches

· other ADRI members’ preservation strategies
	· detailed knowledge of digital recordkeeping and archiving theory, practice, systems, processes and standards

· knowledge of archival, metadata and information technology standards  

	2.1.2
	Define key processes for digital archiving 

 
	Refer to:

· Appendix 1: ‘Policy, procedures, standards, personnel, technology and guidance required for each of the functional entities from the OAIS reference model’ Appendix 1, Section 2: Internal policies / procedures / business rules 

· Existing procedure manuals
	· understanding of archival principles, processes  

· skills in business process analysis



	2.1.3
	Define functional and non-functional requirements for digital archives system.


	Refer to: 

· ADRI Digital Archive Programme Business Requirements (2007)  
	· understanding of functional models for archival processes based on standards eg OAIS

· familiarity with modelling tools / techniques

	2.1.4
	Develop specifications for operation of digital archives system.


	Specifications may be partially or fully based on those already defined by other archival authorities. 

Specifications should fit with ADRI mandated standards eg OAIS 

Refer to: 

· functional and non functional requirements (2.1.3) 

· Appendix 1, Section 2: Internal policies / procedures / business rules 
	· understanding of methods for documenting system specifications



	2.1.5
	Prepare plan for technology infrastructure development / acquisition. 


	Consider the organisation’s existing enterprise architecture. Digital archiving project may trigger an upgrade of this.

Refer to:

· Appendix 1, Section 1: Technology 
	· understanding of information technology procurement rules, processes 



	2.2
	Define public sector rules, advice, guidance for digital recordkeeping and archiving 
	
	· communications, marketing skills.  

· change management skills

	2.2.1
	Develop a ‘roadmap’ for the development of policy,  procedures, standards, products, services for government sector or public users

For example: Guidelines on preferred data formats, methods of transfer, standards on recordkeeping metadata, tools for systems design.
	Ensure fit with standards applicable in archives’ jurisdiction.

Some products or service may be adopted / adapted from other archival authorities’ digital recordkeeping and archiving programs.

Refer to:

· Appendix 1, Section 3: External products (for agencies or the general public)

· ADRI ‘Digital Recordkeeping Framework’. 


	· understanding of digital recordkeeping issues and risks in sector



	2.2.2
	Develop communications / training plan to inform sector and for skills enhancement in government organisations. 


	Refer to:

· reengineered processes 

· roadmap of new products, services for Government.


	· skills, knowledge in development and implementation of training programs.



	2.2.3
	Prepare marketing plan


	Plan to address proposed branding, key messages of digital recordkeeping and archiving.
	· knowledge, skills in marketing, ‘branding’



	2.3
	Develop strategy for reinvention of archives institution for digital recordkeeping and archiving
	
	

	2.3.1
	Develop a plan for the review and redevelopment of internal digital records and archives policy and procedures


	Prioritise development of internal digital records and archives policy and procedures 

Refer to: 

· Appendix 1, Section 2: Internal policies / procedures / business rules 
	

	2.3.2
	Develop plan for change management within the archival authority to introduce the reengineered business processes.
	Refer to: 

· Appendix 1, Section 4: People / skills
	· change management skills

	2.3.3
	Develop plan for skills enhancement of staff within the archival authority.
	First conduct skills audit using skills, knowledge from this Plan and Appendix 1, Section 4: People / skills as the benchmark

Identify skills gaps 

Develop strategy for skills improvement

Skills enhancement of staff to address digital preservation strategy, new processes for digital archiving, rules and guidance on digital recordkeeping in Government.
	· personnel management skills



	2.4
	Prepare for implementation
	
	

	2.4.1
	Identify and establish relationship/s with partner agency / agencies to be pilots 
	Pilot agencies may be from Steering Committee or identified in research into sector stakeholders and risk areas
	· knowledge of stakeholders in sector

· communication, negotiation skills 




Phase 3: Implement digital recordkeeping and archiving strategy 

Outputs of Phase 3

Planning

· implementation plan
Develop / acquire policy / procedure, technology, external products

· suite of rules and guidance for public sector developed
· revised internal policy, procedures for archives process in place

· technology for digital archiving developed / acquired

Manage change

· change management program underway

Pilot testing

· pilot testing complete

Operation

· first transfers of digital archives accepted
Phase 3 tasks
	No
	Task
	Notes
	Knowledge and skills

	3.1
	Planning
	
	

	3.1.1
	Develop implementation plan for digital archives system


	Implementation plan to include:

· Piloting – including involvement required from pilot agency / ie, timeframe of pilot, expected outcomes

· Testing – defined test criteria, test methodology 

· Sign off – by whom, using what criteria 

· Roll out – plan to include milestones and responsibilities.
	

	3.2
	Develop / acquire policy / procedure, technology, external products 
	
	

	3.2.1
	Develop and issue required products, services;  providing support for sector 
	Refer to: 

· roadmap developed in Phase 2. 


	· detailed knowledge of digital recordkeeping and archiving theory, practice, systems, processes and standards

	3.2.2
	Acquire technology for digital archives:

· develop request for proposals (RFP) for release to industry

· evaluate tenders

· negotiate contract/s

or 

· purchase off the shelf
	Refer to: 

· plan for technology development / acquisition developed in Phase 2.
	· skills in the preparation of requests for proposals 

· understanding of government procurement / tendering processes

· contract management, negotiation skills

· technical skills 

	3.2.3
	Commence writing and approval process for key processes internal digital records and archives policy and procedures


	Refer to:

· plan developed in Phase 2 

· Appendix 1, Section 2: Internal policies / procedures / business rules
	· detailed knowledge of digital recordkeeping and archiving and archival management theory, practice, systems, processes and standards

· good writing skills

	3.3
	Manage change
	
	

	3.3.1
	Implement plan for change management and skills enhancement within the archival authority.

 
	May involve changes to position profiles and/or creation of new positions. 

Skills enhancement may be achieved via on the job training, vendor or external training. 

Refer to:

· plan developed in Phase 2.
	· change management, communication skills

· understanding of how to write position descriptions 

· personnel management skills

	3.3.2
	Implement communications / training plan to inform sector and for skills enhancement in government organisations. 
	Refer to:

· plan developed in Phase 2 

· products, services roadmap.
	· change management, communication skills

	3.4
	Pilot testing
	
	

	3.3.3
	Conduct pilot testing of digital archives transfer. 
	Using pilot sites identified in Phase 2.

Report on results and use knowledge to make necessary changes to policy, procedures, process, technology as required. 
	· communication skills

· technical skills 

· knowledge of system testing methodologies

	3.5
	Operation
	
	

	3.5.1
	Commence accepting transfers of digital archives.
	Refer to: 

· implementation plan (3.1.1)
	· understanding of system implementation techniques 

· technical skills


Phase 4: Review and maintain digital recordkeeping and archiving strategy

Outputs of Phase 4
Post implementation review 

· Post implementation review report and recommendations.

Wind up

· Plan for transition of digital recordkeeping and archiving strategy unit and activities if determined as best course of action.  

Phase 4 tasks
	No
	Task
	Notes
	Knowledge and skills 

	4.1
	Post implementation review
	
	

	4.1.1
	Review digital recordkeeping and archiving performance using:

· criteria for evaluating strategy implementation success and managing quality, and 

· defined objectives of digital recordkeeping and archiving strategy

; take corrective action
	Refer to: 

· Criteria for evaluating strategy implementation success and managing quality defined in Phase 1.

· Policy objectives for digital recordkeeping and archiving strategy defined in Phase 1.
	· skills in performance measurement, benchmarking

· detailed knowledge of digital recordkeeping and archiving theory, practice, systems, processes and standards

· technical skills 

· written / personal communication skills

· communication / marketing skills

	4.2
	Ensuring maintenance of digital recordkeeping and archiving systems, services and activities 
	
	

	4.2.1
	Plan for future of digital archiving program within organisation.  
	Determine whether to:

a) wind down steering committee and specialised digital recordkeeping and archiving organisational unit and integrate digital recordkeeping and archiving unit personnel and activities into standard structure and operating procedures, or 

b) maintain digital recordkeeping and archiving separate identity and profile and review again in 2-5 years.  
	· strategic planning, budgeting skills

· personnel management skills 

	4.2.2
	Plan for and implement transition to ‘business as usual’. 
	
	· strategic planning, budgeting skills

· personnel management skills


Sources 

Archives New Zealand, ‘Digital Recordkeeping Programme: Roadmap & recommendations’ Version 1.1, July 2005   

Consultative Committee for Space Data Systems, Reference Model for an Open Archival Information System (OAIS), CCSDS Secretariat, January 2002.  
Electronic Records Archives Concept of Operations (ConOps v4.0) for the National Archives and Records Administration Electronic Records Archives Program Management Office (NARA ERA PMO) Final July 27, 2004 Prepared by Integrated Computer Engineering (ICE) A Subsidiary of American Systems Corporation (ASC)  

RLG-NARA Task Force on Digital Repository Certification Audit Checklist for the Certification of Trusted Repositories, National Archives and Records Administration, 2005.  
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Appendix 1: Policy, procedures, standards, personnel, technology and guidance required for each of the functional entities from the OAIS reference model 

About the functional entities from the OAIS reference model

The functional entities from the OAIS model are:

· Ingest (referred to below as ‘Transfer of digital archives’)
· Archival storage 

· Data management

· Administration

· Preservation planning

· Access
Ingest  

This entity provides the services and functions to accept Submission Information Packages (SIPs) from Producers (or from internal elements under Administration control) and prepare the contents for storage and management within the archive.

This entity includes the functions:

· Receive submission: The function of providing the appropriate storage capability or devices to receive a SIP.

· Quality assurance: The function of validating the successful transfer of the SIP to the staging area

· Generate archival information package: The function of transforming one or more SIPs into one or more AIPs

· Generate descriptive information: The function of extracting descriptive information from the AIPs and other sources

· Co-ordinate updates: The function of transferring AIPs to archival storage and the descriptive information to Data Management

Archival storage

This entity provides the services and functions for the storage, maintenance and retrieval of Archival Information Packages (AIPs). 

This entity includes the functions:

· Receive data: The function of moving the AIP to permanent storage within the archive

· Manage storage hierarchy: The function of positioning the contents of the AIPs on the appropriate media.

· Replace media: Ensuring the capability to reproduce AIPs over time

· Error checking: The function of providing statistically acceptable assurance that no components of the AIP are corrupted during any internal Archival Storage data transfer.

· Disaster recovery: The function of  duplicating the digital contents of the archive collection and storing the duplicate in a physically separate facility.

· Provide data: The function of providing copies of stored AIPs to Access

Data management

This entity provides the services and functions for populating, maintaining and accessing both Descriptive Information which identifies and documents archive holdings and administrative data used to manage the archive.

This entity includes the functions:

· Administer database: maintaining the integrity of the Data Management database 

· Perform queries: receiving a query request from Access and executing the query to generate a result set that is transmitted to the requester

· Generate report: receiving a report request from Ingest, Access or Administration and executing any queries or other processes necessary to generate the report

· Receive database updates: adding, modifying or deleting information in the Data Management persistent storage   
Administration

This entity provides the services and functions for the overall operation of the archive system. 

This entity includes the functions:

· Negotiate submission agreement: The function of soliciting desirable archival information for the OAIS and negotiating submission agreements with producers. Also the function of negotiating the data submission schedule

· Manage system configuration: The function of system engineering for the archive system to continuously monitor the functionality of the entire archive system and systematically control changes to the configuration

· Archival information update: A mechanism for updating the contents of the archive

· Physical access control: Mechanisms to restrict or allow physical access to elements of the archive, as determined by archive policies

· Establish standards and policies: The function of establishing and maintaining archives system standards and policies

· Audit submission: The function of verifying that submissions (AIP or SIP) meet the specifications of the Submission Agreement

· Activate requests: The function of maintaining a record of event-driven requests and periodically comparing it to the contents of the archive to determine is all needed data is available.

· Customer service: The function of creating, maintaining and deleting Customer accounts.

Preservation planning

This entity provides the services and functions for monitoring the environment of the OAIS and providing recommendations to ensure that the information stored in the OAIS remains accessible to the designated user community over the long term, even if the original computing environment becomes obsolete.

This entity includes the functions:

· Monitor designated community: The function of interacting with archive consumers and producers to track changes in their service requirements and available product technologies

· Monitor technology: The function of tracking emerging digital technologies, information standards and computing platforms

· Develop preservation strategies and standards: The function of developing and recommending strategies and standards to enable the archive to better anticipate future changes in the designated community service requirements or technology trends

· Develop packaging designs and migration plans: The function of developing new IP designs and detailed migration plans and prototypes, to implement Administration policies and directives      

Access

This entity provides the services and functions that support Customers in determining the existence, description, location and availability of information stored in the archive, and allowing Consumers to request and receive information products. 

This entity includes the functions:

· Coordinate access activities: Provides a single user interface to the information holdings of the archive.

· Generate DIP: The function of accepting a dissemination request, retrieving the AIP from Archival Storage and moving a copy of the data to a staging area for further processing

· Deliver response: Handles both on-line and off-line deliveries of responses (eg DIPs, reports, assistance) to consumers.

1
Technology 

1.1
Transfer of digital archives
	1.1.1
	Application to conduct initial checking of receipt of SIPS against manifest

	1.1.2
	File storage and media readers that can cope with large quantities of data communications infrastructure capacity

	1.1.3
	Interface (web) for agency to send SIPS

	1.1.4
	Application to check validity of SIP (intact) virus checking software

	1.1.5
	Secure network protocols

	1.1.6
	Stand alone computers for security checking

	1.1.7
	Automatic checking that transfer arrived with the capacity to capture both content and metadata

	1.1.8
	Software tools for manifest creation and for checking viruses ‘malware’

	1.1.9
	Normalisation tools/strategies

	1.1.10
	File format identification tools/strategies

	1.1.11
	Government infrastructure that enables transfer and receipt of SIPs from agency to archives, eg ensuring broadband capabilities

	1.1.12
	Interface between business operating system (archival management system) and servers/system receiving SIPs 


1.2
Archival storage

	1.2.1
	Storage media – drives, CDs, tapes

	1.2.2
	Backups

	1.2.3
	Fully automated processes for retrieval

	1.2.4
	Servers, RAID/MAID

	1.2.5
	Capacity to communicate with Ingest, Access and Data Management

	1.2.6
	Software

	1.2.7
	Ability to select and work with a sample of records (e.g. to test preservation strategies)

	1.2.8
	Automated integrity monitoring of AIPs and identification of formats approaching obsolescence


1.3
Administration

	1.3.1
	Workflow tool, online forms, submission form

	1.3.2
	Helpdesk technology

	1.3.3
	Booking system for managing transfers

	1.3.4
	Transfer management system

	1.3.5
	Alarm systems, access card readers, cameras

	1.3.6
	User account management - staff, agency, public user


1.4
Access

	1.4.1
	Interface between user and repository

	1.4.2
	Later, more sophisticated retrieval capabilities using ranking and weighting

	1.4.3
	Ability to deal with requests for records and associated metadata internally or from the public

	1.4.4
	Ability to check requests are authorised

	1.4.5
	Ability to manage authority information

	1.4.6
	Ability to provide customer service eg charging for copies

	1.4.7
	Later, possibly folksonomy / user driven description 

	1.4.8
	Redaction technology

	1.4.9
	Query management technology, search technology, online exhibitions tools, show in multimedia form, integrate into archives work

	1.4.10
	Statistics packages for reporting

	1.4.11
	Viewers that display all digital objects 

	1.4.12
	Later, innovations such as ability to deliver archives to mobile phones and other technology, ‘mini archives’ to mobile phones, generate thumbnails online

	1.4.13
	Ability to restrict access. Need to be able to restrict access to whole object, to descriptions of object, to parts of object.

	1.4.14
	Ability to authenticate users

	1.4.15
	Ability to apply ‘stamp’ or similar to certify archives when requested


1.5
Data management

	1.5.1
	Software for checking referential integrity between all AIPs and their descriptive information

	1.5.2
	Software for querying the database when a request is received from Access

	1.5.3
	Reporting software

	1.5.4
	Capability to implement updates (eg. adding information) to archival storage

	1.5.5
	Process for capturing minimum descriptive metadata and associating it with an AIP  


1.6
Preservation planning

	1.6.1
	Hardware and software platforms for testing emerging digital technologies

	1.6.2
	Capability for prototyping preservation standards, technologies

	1.6.3
	Reporting capabilities to allow reports to be sent from Administration that indicate system performance, size, speed, records at risk etc.

	1.6.4
	Automated survey forms for determining technologies and issues in agencies

	1.6.5
	Technology capable of monitoring and notification if formats approach obsolescence. 


2
Internal policies / standards / procedures / business rules 

2.1
Transfer of digital archives

	2.1.1
	Digital archives accessioning (integrated into broader procedure for archival accessioning)

	2.1.2
	Standard format for manifest

	2.1.3
	Procedure / rules for the notification process / exception reporting enabled by the system

	2.1.4
	Procedures for integrity check of each data file received

	2.1.5
	Procedures for checking the integrity of metadata for intellectual control (may be part of overall quality checking procedures)

	2.1.6
	Procedure for the integrated capture of various types of metadata

	2.1.7
	Process alerting administrative managers when storage is used up and more archives are coming in

	2.1.8
	Business rules on communicating with the agency about the transfer

	2.1.9
	Process for confirming that they are permanent records, in a suitable format for our jurisdiction

	2.1.10
	Criteria for deciding whether to approve or reject transfer proposal; process for rejecting transfer

	2.1.11
	Policy / procedures on quarantining

	2.1.12
	Digital Preservation Policy: Overarching document that sets out the institution’s approach to digital preservation.  Includes things like what is, and is not, to be preserved, for how long, priories, accountabilities etc

	2.1.13
	Policy and procedures on security classified digital records

	2.1.14
	Sentencing guidelines for agencies

	2.1.15
	Transfer policy

	2.1.16
	Transfer process 

	2.1.17
	Transfer procedures

	2.1.18
	Policy / procedure on normalisation

	2.1.19
	Appraisal policy

	2.1.20
	Appraisal and reappraisal process


2.2
Archival storage

	2.2.1
	Procedures for deposit of AIPs into digital repository

	2.2.2
	Procedures for authenticity checks eg recalculating, exception reports, checksums or equivalent

	2.2.3
	Procedures for the management of digital objects eg security classified records, destruction, reporting, metadata, exceptions

	2.2.4
	Retrieval processes eg requests, copying

	2.2.5
	Procedures for hardware maintenance eg server replacement, system administration, capacity planning 

	2.2.6
	Policy on software development

	2.2.7
	Disaster recovery planning

	2.2.8
	Procedure for changing media on which AIPs are stored. Must include variations eg Replication, Refreshment, Repackaging, Transformation.

	2.2.9
	Procedures for dealing with legacy records in custody

	2.2.10
	Procedures for deacessioning of digital objects: 

	2.2.11
	Naming convention to generate unique identifiers for AIPs

	2.2.12
	Preservation planning

	2.2.13
	Processes for storage media migration


2.3
Administration

	2.3.1
	Criteria for targeted transfer intervention

	2.3.2
	User Support policy and Helpdesk

	2.3.4
	Work plan

	2.3.5
	System change control process eg ITIL framework

	2.3.6
	Booking system process

	2.3.7
	Complaints management procedure

	2.3.8
	A sample project plan / process for transfer

	2.3.9
	Internal operational procedures and system management procedures

	2.3.10
	Recordkeeping regime for documents

	2.3.11
	Security and access model

	2.3.12
	Facility security policy and procedures

	2.3.13
	Governance framework, eg delegations, signoff, finances

	2.3.14
	Assurance processes

	2.3.15
	Audit processes eg penetration testing, user security auditing, software licence auditing

	2.3.16
	Digital object maintenance

	2.3.17
	Capacity management plan

	2.3.18
	Disaster recovery policy and plan

	2.3.19
	It security policy

	2.3.20
	Business Continuity plan

	2.3.21
	Critical outage management plan

	2.3.22
	Systems operation guide

	2.3.23
	Management reporting

	2.3.24
	Operations reporting

	2.3.25
	Monitoring strategy

	2.3.26
	Performance metrics


2.4
Access

	2.4.1
	Policy decisions re type, level and content of metadata

	2.4.2
	Policy on who gets to see what and when

	2.4.3
	Rules for what are the search elements

	2.4.4
	Rules for the levels of search capabilities

	2.4.5
	Order process, how orders are received and processed.  Eg agency orders v. public order.

	2.4.6
	Assistance process how deal with requests for assistance

	2.4.7
	An internal search process, i.e. for staff members ie need access to more info

	2.4.8
	Reporting process for statistics and management reporting

	2.4.9
	Redaction process

	2.4.10
	Rules for handling annotations, descriptions coming from users

	2.4.11
	Training for virtual info mediators – trouble shooters, helpers

	2.4.12
	Policy on what happens if they don’t find info i.e. if not yet transferred. Eg ASIO requests

	2.4.13
	Policy on appeals

	2.4.14
	Register users at certain access levels, they have privileged access – policy on online access levels

	2.4.15
	Liaison with agency if request denied and challenged, or need a policy on how deal with this situation.

	2.4.16
	Policy on when access denied or preservation issues, permanently withdrawn

	2.4.17
	Policy to contact client, automated message about access levels to a record, and official message about their request not being satisfied

	2.4.18
	Need a way of acknowledging if item access examined and becomes an open record, or open with exemption

	2.4.19
	Rules on format delivery including policy regarding delivery of native vs archival format 

	2.4.20
	Standard for acceptability of preserved record as legal evidence  

	2.4.21
	Copying policy (copyright)


2.5
Data management

	2.5.1
	Process for checking referential integrity between all AIPs and their descriptive information

	2.5.2
	Procedure for maintaining the overall integrity of the Data Management database.  


2.6
Preservation planning

	2.6.1
	Preservation strategy

	2.6.2
	Preservation standards (eg XML data formats, VERS standard)

	2.6.3
	Procedures for surveying sector on changing technologies and formats

	2.6.4
	Migration plans 

	2.6.5
	Standardised reporting on success of preservation planning


3
External products (for agencies or the general public) 

3.1
Transfer of digital archives

	3.1.1
	SIP standard

	3.1.2
	Instructions for submitting SIPs (steps) and training guidelines on preferred media/channel

	3.1.3
	Transfer proposal form

	3.1.4
	Software tools for manifest creation

	3.1.5
	Agency training in digital archives transfer

	3.1.6
	Hot line support for digital transfer

	3.1.7
	Procedures for transferring digital archives

	3.1.8
	Impact analysis on existing collection management tool, eg RecordSearch

	3.1.9
	Changes to collection management tool

	3.1.10
	Messages to agency to acknowledge receipt, processing and finally custody

	3.1.11
	Policy on encryption and digital rights management

	3.1.12
	Guidelines for agencies on the preparation of digital records for transfer (eg preparation of manifest)


3.2
Archival storage

	3.2.1
	Storage standards for digital records

	3.2.2
	Reports/ guidelines

	3.2.3
	Explanatory material/glossies/ marketing material

	3.2.4
	Consulting services on digital preservation

	3.2.5
	Storage services for other institutions


3.3
Administration

	3.3.1
	Contracts with agencies / service level agreements

	3.3.2
	Transfer prioritisation policy

	3.3.3
	Prerequisite transfer checklist eg close files, disposal process

	3.3.4
	Booking system communication and training

	3.3.5
	Complaints management policy

	3.3.6
	Transfer policy and procedures

	3.3.7
	Submission form

	3.3.8
	Agency training and documentation


3.4
Access

	3.4.1
	Client service standard and educated about access policy what they are going to get at the end of the process 

	3.4.2
	Access policy and standards

	3.4.3
	Training package for external users

	3.4.4
	Copyright policy for use of digital archives

	3.4.5
	Policy relating to user driven annotations (‘folksonomy’)

	3.4.6
	Ordering policies

	3.4.7
	User surveys and what they want

	3.4.8
	Stakeholder consultation re use of digital archive

	4.4.9
	Policy and procedures for delivery and charging

	4.4.10
	Public education on digital records, eg. Factsheet

	4.4.11
	Policy for those without computer/Internet access

	4.4.12
	Computer infrastructure in reading room for access.


3.5
Data management

	3.5.1
	Metadata standards for digital records to be transferred


3.6
Preservation planning

	3.6.1
	Survey forms for agencies to contribute information on technology change and new formats 

	3.6.2
	Preservation strategy explanatory and promotional material

	3.6.3
	Advice, guidance on migration planning

	3.6.4
	Consultation with agencies on any proposed changes to the preservation strategy  


4
People / skills

4.1
Transfer of digital archives

	4.1.1
	Staff to load SIPs from media

	4.1.2
	IT security knowledge skills

	4.1.3
	Education for all staff on security eg on not bringing in foreign media

	4.1.4
	Training of agencies in preparation of manifests and SIPS

	4.1.5
	A transfer ‘hot line’ for technical advice

	4.1.6
	Context control archivist

	4.1.7
	Staff able to perform checksums and other quality control measures

	4.1.8
	Communication skills for dealing with agencies

	4.1.9
	IT systems technicians


4.2
Archival storage
	4.2.1
	Systems administrator

	4.2.2
	Software developer

	4.2.3
	Archivist

	4.2.4
	Disaster management skills


4.3
Administration
	4.3.1
	Records managers for internal recordkeeping

	4.3.2
	Archivists with appraisal skills

	4.3.3
	Archivists with transfer skills

	4.3.4
	Policy development skills

	4.3.5
	Transfer and user support skills

	4.3.6
	Staff training

	4.3.7
	Security skills

	4.3.8
	Disaster management skills

	4.3.9
	IT security expertise

	4.3.10
	Change and transition management


4.4
Access
	4.4.1
	Policy people

	4.4.2
	Reference / access archivists

	4.4.3
	Technology people

	4.4.4
	Educators for public users

	4.4.5
	Access examiners 

	4.4.6
	Search engine optimisers

	4.4.7
	Trainers

	4.4.8
	Web monkeys


4.5
Data management

	4.4.1
	Systems administrators

	4.4.2
	Database administrators

	4.4.3
	Database designers


4.6
Preservation planning

	4.6.1
	Expertise in interpreting the impact of changes in technologies / preservation needs identified in surveys

	4.6.2
	Experts in digital preservation

	4.6.3
	Skills in conducting surveys

	4.6.4
	Statistical analysis skills

	4.6.5
	Skills, experience with migration of digital records

	4.6.6
	Planning skills











� The information below describing the functional entities from the OAIS reference model is from Consultative Committee for Space Data Systems, Reference Model for an Open Archival Information System (OAIS), CCSDS Secretariat, January 2002.  








Australian Digital Recordkeeping Initiative


Australian Digital Recordkeeping Initiative


